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“— (SRR Oy https://rp.unc.edu
Cisco Tools Router: Datacenter-F
e Interface Statistics IP Route Table for VRF "default”
e Run an ICMP Command '[x/v] denotes [preference/metric]
e Show Route '%%" 1n via output denotes VRF
o IPv4
o IPv6 Routing entry for 152.2.9097 in /
e Show ARP
o [Pv4 Known via Datacenter-PAN. Vlan2715
o [Pv6
e VLAN Trunking Change
e Find L2 VLAN
e Show Processes
e ShowACL
e Show Logs
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The GoalS of NORTH CAROLINA

at CHAPEL HILL

* Maintain essential functionality
— Who are the users? What do they really need?
 Use ateam approach
— Spread skills over multiple people, avoid skill silos
— Extend opportunity to other ITS departments
— Grow expertise among members
 Embrace new development and deployment patterns
— Set up for future growth
* Consider security and plan appropriately
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Agile Development and SCRUM of NORTH CAROLINA

at CHAPEL HILL

RouterProxy

Board v 5
Backlog
Q  QUICKFILTERS:  Only My Issues Recently Updated
Backlog Management 8
m =
. 2 v RouterProxy Sprint 48 7 issues eoe
- Jira Scrum Board e ¢
@ ~POG -

. . (&) 3

- S p rl nt P I a n n I n g 8 [J * IN-375 Build a production environment (via routerproxy project in cloudapps or some dedicated server setup with docker) e

[J ™ IN-379 Acknowledge improvement: Add comment ability Dashboard ‘

.
- Ta S k Tra C k I n g [J ™ IN-384 Traps: Improve the device lookup to support alternate source IP addresses on a single device. Also, no longer as... ‘
P ro d u Ct O W n e rs [J T IN-327 Add filtering to core switch comparison tool to reduce noise

& IQ

[ ™ IN-331 Create user interface for requests with different inputs (i.e. mac vs switch_ip/port) P
[ ™ IN-313 wipy error - wired oui tool e
[J ™ IN-368 Supplement visualization with up/down data via akips/dashboard G

+ Create issue

7issues  Estimate

=)

Backlog 83 issues Create sprint e

[J ™ IN-153 Improve user flow from show route to firewall interface details ‘
[ ™ IN-139 GUI interface for device provision wizard ' Datacenter Wizard | ‘
o] [ ™ IN-132 Build an MLag (pod switches) | Datacenter Wizard -

» [ ™ IN-387 Look at AKiPS backup/recovery model, document and update. Dashboard
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e

a [J Begin with the selected commit

= B8 Merge branch 'develop' into 'master’

' ‘Mer‘ge branch 'develop' of https://sc.its.unc.edu/network/routerproxy into develop

SO u rce COd e M a n age m e nt ‘email template formatting
- G it baSiCS EUpdated version in footer

ETweaked menu to show VPN Group (singular)

- Branch planning ~ B tosstng cleonip

e ‘Mer‘ge branch 'develop' of https://sc.its.unc.edu/network/routerproxy into develop

- COdIng Convent|0ns "logging cleanup

"Logging cleanup

EUpdated ONYEN page to link to VPNgroup
ECr‘oss—linked VPN users to groups and vice versa

Pipeline Automation

Mer'ge branch 'develop' of https://sc.its.unc.edu/network/routerproxy into develop

RFDB: Implemented Delete Record function in GUI for bands, groups, organizations, and antennas.
‘update cache key for group search

‘cleanup error on group display

‘add ldap data to admin group listing

T ‘ﬁxed logging string

‘ﬁxed logging regex

e ‘Mer‘ge branch 'develop' of https://sc.its.unc.edu/network/routerproxy into develop

‘cr‘on setup

‘add dhcp stats cron

» Merge branch 'develop' of https://sc.its.unc.edu/network/routerproxy into develop
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The Framework of NORTH CAROLINA

at CHAPEL HILL

Django / Python
- Dynamic Content
CFunction AP [ HTML/CSS ][ REST API ]
\ /
[ Device SSH ] =

django g

[ Service APIs ]
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API Plannlng E :{ ggﬁ:;{LC:;?,LINA

Name X Headers Payload Preview Response Initiator Timing Cookies

| ping? = -p.i =
[:lplng.host fluffypan-p.its.unc.edu&target=152.2.198.50 w {success: true, message: "ping completed",.}

E] ?host=fluffypan-p.its.unc.edu&target=152.2.198.50 cached:
message: "ping completed"

output: "\nPING 152.2.198.50 (152.2.198.50) 56(84) bytes of data.\n64 by

success:
time:

Standardized requests and responses calls for operations
interacting with other devices and APIs.
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Platform As A Service |’|:|‘| of NORTH CAROLINA

_— at CHAPEL HILL

Red Hat
OpenShift
Container Platform

OpenShift (Cloudapps)
- Established campus offering
- Project layout

. Topology
- Production : @ @
Observe
- Testing e )

- Triggere d builds routerproxy postgresql
Builds
Environments
f_,’ @& db-cron
Helm
Project

shibboleth django-cron

Project: dept-its-routerproxy v Application: all applications ¥
</> Developer

I!!‘l_ Display options ¥ Filter by resource v Y Name ~ Find by name...

+Add

ConfigMaps

Secrets
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Feature Ar‘eaS er 2g§::LC:iiLINA

Core ping, arp, traceroute, vlan, interfaces, ACLs, block reporting
IPAM Interface with Infoblox data, automate add/update/deletes
VPN Tools AnyConnect client and group details, statistics

VolIP Tools Automated porting between VolP providers

Wireless Tools AP management, bulk controller changes, reporting

RF Spectrum DB RF usage, placement, ownership, mapping



—_ THE UNIVERSITY

Demonstration of NORTH CAROLINA

_— at CHAPEL HILL

Lﬁl_ Router Proxy

A Home Home

ROUTER PROXY APPLICATION About

Network
< ICMP Commands 2
&~ 5
RouterProxy intends to improve administrators' quality of life. ITS - Comm TeChnOIOQIES
S ARP Commands
Itis written in Python and hosted in CloudApps to facilitate repeatable processes and execute live commands on network GitLab Group Members
3¢ Show Route infrastructure.
Q Find VLAN
© Show Blocks Monitoring and Alerting Configuration and Documentation Troubleshooting and Performance
M Interfaces . .
@ ServiceNow / Service Portal @ NIT/PIT ® Voyance
B Interface Details @ ITS Status @ Netsight @ AKiPS
@ Cujo / Cujo Lite @ Panorama @ Cacti
© show ACL & Entuity @ Infoblox ® Smokeping
@ Spectrum CloudClick / OneClick @ VMware vSphere @ Splunk
O Fluffy Port Toggle @ xMatters @ Confluence @ nPerf
a @ Nagios @ SecureW2 Management @ Ookla Speedtest
» VLAN Trunk B . .
@ Zabbix @ eduroam-US Administration @ perfSonar
B Device Inventory
Q User Lookup Recent Users (last 24 hours)
User Access
Onyen Name Department Access  Special Permissions Last Access
ST ERACFUEIELS wew William Whitaker, Jr ITS - IT Infrastructure &s Admin X Core SIPAM B Trunk = Wifi Limited & Test Dec. 6, 2022, 11:29 p.m.
Ty eiselman Dave Eiselman ITS - Information Security & User X Core © Security “ Trunk & Test Dec. 6, 2022, 4:36 p.m.
foscue  Mary Wezyk ITS - IT Infrastructure & User K Core B Trunk Dec. 6, 2022, 2:36 p.m.
VPN Tools N
kmclayto Kevin Clayton ITS - IT Infrastructure & User K Core B Trunk Dec. 6, 2022, 12:58 p.m.

VolP Tools

wadec Chad Wade ITS - IT Infrastructure & User X Core B Trunk = Wifi Dec. 6, 2022, 12:32 p.m.
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