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History of Network
Management

e SNMP

“Simple” Network Manse

e Oh, and “screen
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What is this DevOps of
which you speak®

e “DevOps (a clipped compound of
"development" and "operations") is a
software engineering practice that

aims at unifying software
development (Dev) and software

operation (Ops).”

Source: https://en.wikipedia.org/wiki/DevOps



https://en.wikipedia.org/wiki/DevOps

Development QA

(SOFTWARE ENGINEERING) (QUALITY ASSURANCE)




In Plain English

The love child betwee
administrators ar
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Manageme
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Migroselss "
System Center
Configuration Manager
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Angible

The name "Ansible" references a fictic
instantaneous hyperspace commu
system (as featured in Orson Sco
Ender's Game (1985),[9][10]
conceived by Ursula K. Le Guir
Rocannon's World (1966)).

Source: https://en.wikipedia.org/wiki/A
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https://en.wikipedia.org/wiki/Ansible_(software)

Agent-based vs. Agen

e CFEngine
e Chef
e Munki

e Puppet

o SaltStack
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Ansible 2.x
(currently v&

SSH

E ¢ YaW INOC

gerver © Network modules
e.g., 1os,
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source:

Network Module

Al0 e Dellos9

ACI (Cisco) e Fos (Arista)
Aireos (Cisco) o F5

Aos e Fortios
-Ngblol:} e Jllumos

Asa (Cisco) e Interface
Avi e Tos (Cisco)
Bigswitch Tosxr (Cisco)

Citrix

Cloudengine
Cloudvision (Arista)
Cumulus

Dellos10

Dellos6

http://docs.ansible.com/
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http://docs.ansible.com/ansible/latest/list_of_network_modules.html

Network Modules (con

Cisco I0S

e Jos

Source: http://docs.ansible.com/ansible/ls

ios_banner - Manage multiline banners on Cisco IOS devices
ios_command - Run cormmands on remote devices running
ios_config - Manage Cisco I0S configuration sections

ios_facts - Collect facts from remote devices running Ci
ios_interface - Manage Interface on Cisco I0S netwo
ios_logging - Manage logging on network devices

ios_ping - Tests reachability using ping from IC
ios_static_route - Manage static IP routes o
ios_system - Manage the system attribut

ios_user - Manage the aggregate of loc

ios_vrf - Manage the collection of
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http://docs.ansible.com/ansible/latest/list_of_network_modules.html

I am NOT ider
Wait...
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Idempotent

I-dem-po-tent
/ Tdem'pot(a)nt,'@dem pot(a)nt/ <)

VAIHEMATICS

acjsctive
adjectve: idempotent
denoting ar element o‘asetthat s unchanged in value when multipliec or otherwise operated on

by itsall

noun

noun: idempotent; plural nour: idempotents

T, an idempotent elemen,

Ongin
LATIN

idem

idampctart
ENGLISH

polent

ate 19tk century: from Latin idam ‘seme’ + potent!.

Translate idempotent o Choose language

Use over time for: icempotent

Source: “The Google” .‘






A

RED HAT ANSIBLE TOWER
Scale + operationzlize your automation

CONTROL KNOWLEDGE DELEGATION

POWERFUL

— FUELED BY AN INNOVATIVE OPEN SOURCE COMMUNITY
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Bottom-Up
Influence

OPS
IT managers, Large teams

RED HAT ANSIBLE TOWER

RED HAT ANSIBLE ENGINE

DEV
Playbook authors, Small teams

Top-Down
Strateqy




Red Hat Ansible

Ansible (source)

AWX

Fedora
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oystem Requirements

e Control Machine Requirements

e Currently Ansible can be run from any machine with
Python 2 (versions 2.6 or 2.7) or Python & (versions
3.5 and higher) installed (Windows isn’t supported for

the control machine).

e Managed Node Requirements

e On the managed nodes, you need a way to
communicate, which is normally ssh. By default this
uses sftp. If that’s not available, you can switch to scp
in ansible.cfg. You also need Python 2.6 or later.

Source: http://docs.ansible.com/ansible/latest/intro _installation.html#control-machine-requirements

£o


http://docs.ansible.com/ansible/latest/intro_installation.html#control-machine-requirements

Installing Ansible

e Yum (CENTOS/RHEL)
e Apt (Ubuntu/Debian)
e Pip

¢ sudo easy_install pip
¢ sudo pip install ansible

If for any reason you have
$ sudo —H pip install —
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Running Ansible

$ ansible <device list> -m <module> -a <attributes> —u <us

$ ansible 10.1.1.1 -m raw —-a '"command" -u <user> —K

FAILS.

No inventory file. This 1s a minimum require

So we need to create an inventory file.

Inventory files are plain text files
which you intend to manage with Ansi1
straight list of IP addresses. 1In
different ways, but a common one 1
other common format i1s YAML, whi
Ansible Playbooks.
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Simple Inventory

10.1.1.1
10.1.1.2
10.1.1.3
nodel.domaln.com
node2.domaln.com

last.1tem.com
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Inventory File

[routers:children]
backbone-routers
gateway-routers

[backbone-routers]
backbonel ansible host=10.1.1.1
backbone2 ansible _host=10.1.1.2
backbone3 ansible host=10.1.1.3

[gateway-routers] H
gatewayl ansible_host=10.1.2.1

gateway2 ansible_host=10.1.
[switches]

switchl ansible _host=10.1.3.1
switch? ansible _host=1¢
switch3 ansible_hos

10.1.4.1

10.1.5.1

IVEETVVZMRM(
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Running Ansible

¢ ansible <device list> -m <module> -a <attributes

6 ansible 10.1.1.1_—m raw -

It WORKS! But this 1s a lot of typing.

Let’s create an ansible.cfg file to h
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ansible.ctg

TR R R R R R R R
# Default configuration values
TR AR AR R R R R R

[defaults]

inventory = ./inventory. txt
host_key_checking = False ;Disable checking SSH keys on rer
record_host_keys = False ;Disable recording newly disco
timeout = 10 ;Specify how long to wait for
forks = 30 jNumber of parallel processe
ask_pass = True ; Playbooks should prompt fa
# ask_vault_pass = True

# The following 1s since we're dealing with Cisco
gathering = explicit ; facts not gathered un
# log_path = ./ansible. log ;log information abo
module_name = raw ;default module name
remote_user = frank_seesink

# vault_password_file = /path/to/vault_pass
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ansible.ctg Locations

e ANSIBLE_CONFIG
(an environment variable

e ansible.cfg (in the curr
e .ansible.cfg (in the

e /etc/ansible/ansit
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Running Ansible (

$ ansible <device list> -1 <inventory> —m <module> —-a <a
<username> =k

$ ansible 10.1.1.1 -a “command”

e-gl’

$ ansible 10.1.1.1 -a “show version”
$ ansible routers -a “show version”
$ ansible routers -a “show version”
$ ansible switches -a “show run”

$ ansible all -a “show run | 1inc
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Example 1

(single file inventory)

~/
ansible.cfqg
inventory.txt
setup_router.yml
vian.yml
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Example 2

(Using directories)

~/
ansible.cfg
group_vars/
backbone-routers
gateway-routers
switches
host _vars/

backbanes

inventory. txt
setup_router.yml
vian.yml
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Ansible Playbook

o YAML files
e Starting with Ansible

e Imperative (defir
Declarative (de

NETWORK
Enhancing Education through Technology,



Playbook (raw

— name: Show version of IOS running on router
hosts: routers
gather_facts: false

tasks:
— names: Use raw mode to show versi
raw: '"'show version"

register: print_output

— debug: var=print_ouUtpUEs
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Playbook (ios_comair:

— name: Backup running-config on routers
hosts: routers
gather_facts: false
connection: local

tasks:
— name: Backup the current config
10s_command:
authorize: yes
commands: show run

register: print_oUtpuE
— name: save output to a

copy: content="4{ pri
{{ inventory_hostname }}.t
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Playbook (ios_comair:

— name: Show I0OS version and interfaces on Swi
nosts: switches
gather_facts: false
connection: local

tasks:
— name: Run multiple commands and
10Ss_command:
authorize: yes
commands:
— show version
- show interfaces
register: print oOUEPEE

— debug: var=print ouEE
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Playbook (ios_com

— name: Execute 'show version' on device(s)
nosts: "{{ host }}”
gather_facts: false
connection: local

tasks:
— name: Run show version
10s_command:
authorize: yes
commands:
— show version

register: print_outpet
— debug: var=print olEE

# ansible—-playbook show-ve
# ansible-playbook show-
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Playbook (ios_co

— name: Define a VLAN
hosts: "{{ host | default(‘switches') }}"
gather_facts: false
connection: local

tasks:
— name: Define VLAN
10s_config:
timeout: 60
authorize: yes
parents: "vlan {{ vlian &
Lines: "name {{ vlanname }}”

— name: List VLANs
10s_command:

commands: "show Vi

register: print oUEPEE

— debug: var=printioLEg

# ansible-playbook set-v
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Playbook (ios_fac

— name: Collect facts on an I0OS device
hosts: "{{ host | default(‘switches') }}"
gather_facts: false
connection: local

tasks:
— name: Collect facts
10s_facts:
# gather_subset: all
— debug:
msqg:
— "Router {{ in
— "Hostname: {{
— "S/N: {{
- "0S version: 11
when:

— ansible_net_mc
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Precedence

In 2.x, we have made the order of precedence
more specific (with the last listed variables
winning prioritization):

1. role defaults[1]
inventory file or script group vars [2]
inventory group_vars/all

playbook group_vars/all

inventory group_vars/*

playbook group_vars/*

inventory file or script host vars [2]

inventory host_vars/*

S O 1 B D

playbook host_wvars/*
10.host facts

11.play vars

12.play vars_prompt
13.play vars_files
14.role vars (define

15.block vars (c
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Learning Materials

e https://www.ansible.com/

e https://docs.ansible.com/

e https://www.ansible.cor
training

e hitps://www.udemy.cc
network-engineers-
gnsa-ansible/
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https://www.ansible.com/
https://docs.ansible.com/
https://www.ansible.com/webinars-training
https://www.ansible.com/webinars-training
https://www.udemy.com/ansible-for-network-engineers-cisco-quick-start-gns3-ansible/
https://www.udemy.com/ansible-for-network-engineers-cisco-quick-start-gns3-ansible/
https://www.udemy.com/ansible-for-network-engineers-cisco-quick-start-gns3-ansible/

Questions?

http://frank.seesink.com

http://frank.seesink.com/
presentations/Ansible-
Fall2017
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http://frank.seesink.com
http://frank.seesink.com/presentations/Ansible-Fall2017
http://frank.seesink.com/presentations/Ansible-Fall2017
http://frank.seesink.com/presentations/Ansible-Fall2017

